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Abstract: 

The present invention relates to a user authentication apparatus using a plurality of 
critical value, which includes an authentication mode setting unit, a critical value setting 
unit, a user password input unit, a fingerprint input unit, a fingerprint storage unit, a 
fingerprint combination unit, and a combination point comparison unit, and a user 
authentication method thereof, in which a user is authenticated by separately carrying out a 
user identification operation from a user authentication operation. The user authentication 
operation involves: allowing a user to input a password and a fingerprint; withdrawing a 
registered fingerprint corresponding to the input fingerprint; combining the input 
fingerprint with the withdrawn fingerprint; and authenticating the user if the combination 
result exceeds a first critical value and rejecting the user if the combination result does not 
exceed the first critical value. The user identification operation involves: allowing a user 
to input a fingerprint; combining the input fingerprint with a registered fingerprint; and 
authenticating the input fingerprint as a fingerprint of the user if the combination result 
exceeds a second critical value and rejecting the input fingerprint if the combination result 
does not exceed the second critical value. 
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